Living in the UK
Common scams and fraud - identify and protect
Name Date

SCAM! FRAUD!

Two words we hear a lot about in modern Britain and
the rest of the world.

What are they?
How can you protect your money?

Fraud is a word that covers all the methods that are used to cheat a person or
company of money or other items. It includes identity theft, fake documents, etc.

Scam is the informal term used to identify a trick used to cheat someone out of their
money or personal information. It often involves lying or pretending to offer
something valuable in order to deceive and take advantage of the victim.

There are numerous types of fraud and scam. Many target vulnerable people online,
on the phone and even door to door.

Scammers and fraudsters:

e sound very realistic

e tell you that there has been some suspicious activity on your
bank account or credit card and that they are from the bank’s
fraud department

e may ask you to download an app so they can help you with your
account

e ask you for personal information and bank codes

e try to reassure you by saying that if you are worried, you should
hang up and call your bank. This is a ploy to keep you in their
clutches. When you try, the scammer will still be on the phone
pretending to be your bank because of the disconnect delay. The
delay means they haven’t hung up and are still on the line.
Always wait at least 1 minute before calling.

e try to confuse and pressure you

e are very good at what they do.
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Phone scams are a huge problem.

The scammer will call your number and say they are from the bank, or HMRC or even
DSS. They want you to give them your bank details so they can get your money. Read
the information leaflet on page 3 to find out more about the way they work.

What can you do?

NEVER give your bank details to someone on the phone, especially your PIN (personal
identification number) or the 3-digit card security code (also known as card
verification value or CVV).

V\

Only use the
help number
on the back of
your card.

If you are not sure, end the call and speak to your bank using the number THEY have
given you or go to the bank.

Contact Action Fraud (the UK's fraud reporting service). It helps them track the
scams.

Some scammers ask you to take money out of your account and send it to them or
put in another account to “keep it safe while they investigate”. Your bank will NEVER
ask you to do this.

Scammers also use fake emails and texts to get your information.

How to Spot a Scam.

o The caller claims urgent action is needed.

o The phone number may look real.

« They may ask for access to your online banking or ask you to share one time
passcodes (OTPs).

o They may claim there is a parcel that can’t be delivered because they need
payment, or that they are from Amazon or other companies and someone has
hacked your account. They even set up false websites to look like the real thing.

e You can set up spam alerts on your phone. Spam and scam alerts warn you when
a caller is suspected of being a spam number.
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Don’t let them steal your money! Be aware and alert.

Image credit:_https://www.getonecard.app/blog/avoid-fraud-screen-sharing-apps/
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1. Whatis fraud?

2. Whatis a scam?

3. List three methods used by scammers.

4. What is the ‘disconnect delay’?

5. What should you do if you are concerned?

6. Where will you find the correct number to call about a suspected fraud or scam?

7. What is one tactic used by scammers to get at your money?

8. Why should you never download an app that allows others to access and use your phone?

9. Why has the writer used bullet points in the text?

10. Can you find an example of alliteration on page 1?

11. What are spam alerts?

12. Without looking at the text, correct the punctuation/grammar/ spelling in this paragraph:
they claim their is a parcel that cant be delivered because they, need payment, or that

they are from amazon or other Company’s, and that someone has hacked your account

they even set up false websites to look like the real thing.

13. The leaflet uses abbreviations. Find their meaning in the main text (pages 1-2).
a. OTP
b. CVW
c. PIN

14.How can you prevent scammers from accessing your account?
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Writing
Create a poster / leaflet based on any form of fraud or scam to raise awareness.

e You should do at least 30 minutes research. Remember to list your sources.
e The document should contain at least 100 words and only one or two images.
e |[f you use a PC, you must provide a handwritten draft first.

Speaking, listening and presenting
You are going to give a talk about scams to your peers.
e Prepare a brief interview with them before you deliver your talk.
Ask about any experiences they have had, what they already know/don’t know.

e You may use your notes to present your talk.
e Keep a copy of your interview questions for your tutor.

Discussion
Split into groups of three or four. Discuss the following:

“Only fools are caught out by scams.”

e 5-10 minutes per group

e Explain your reasoning.
e You must ask and respond to at least one question each.
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